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1. Interface description

@)

O

2.4G/3G/4G RST 3G/M4G

ETH1 ETH2 WAN DC7-35V
SYS
GTRD

DX X o
o &

2.4G

Y i e

Item

Parameter

WAN Port(Left)

1 10/100M adaptive LAN/WAN port, built-in isolation, auto
flip (Auto MDI/MDIX); standard routing mode for WAN port,
other modes for LAN port

1 10/100M adaptive LAN port with automatic flip (Auto

LAN Port(Right) | MDI/MDIX); built-in 1.5KV electromagnetic isolation
protection
. 1 serial port DTU supports data transparent transmission, AT
Serial Port
command
Indicator 2 indicators
Antenna 3 antenna interfaces, standard SMA antenna interface (2
Connector 2.4G and 1 3G/4G)
USIM 1 SIM card slot

Power interface

Standard DC interface 7V-35V

Indicator status description

Item Status Description
ETH Flash RJ45 port is connected
Off RJ45 port is not connected
Fast flashing after power-on, indicating that the
WAN Fast Flash o L
dialing process is in progress
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It is constantly on after power-on, indicating that the
dialing is successful.

Off after power-on, indicating that the LTE module or
SIM card is not recognized.

Constant On

Off

It is constantly on after power-on, indicating that
normal power supply.

After power-on, from constant light to slow flash, the
system is running normally.

Constant On
SYS

Off

2. Preparation for setup

Connecting device
You can connect your computer and router by following the steps below.

Set the computer's IP address

Before accessing the web settings page, it is recommended that you set your computer to
"automatically obtain an IP address" and "automatically obtain a DNS server address", and the
router automatically assigns an IP address. If you need to assign a static IP address to your
computer, you need to set the IP address of the computer to the same subnet as the router's LAN
port IP address (the router's LAN port default IP address is 192.168.10.1, and the subnet mask is
255.255.255.0).

Connect via Wi-Fi
Detect the wireless router's wireless network connection, then click the 'Connect' button to
establish a connection, the default wireless password is: 12345678.

ZEnEERl *+
T wifi-Module-031E64
- Internet iAE]

e St T
T ZZ Internet 1A[E]

S VPN A
g =P
TEREEE “

wifi-Module-031E64 gz il

Confirm that the computer is connected to the router
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When your computer shows that the IP has been successfully obtained, use the Ping command to
confirm that the connection between the computer and the router is successful.

For example, in a Windows XP environment, execute the Ping command: Ping 192.168.10.1
If the screen displays as below, it indicates that the computer has successfully established a
connection with the router.

C:xlUzers*Administrator . XX-20148218FWIB>ping 192_168_.168.1
IEtt Ping 192.168.18.1 BEH 32 Fhe

tH 192.168.1@.1 F[0)] =32 f
192.168.18.1 {0 =32 Bl

E 192.168.168.1 [0 = =32 H‘HE—I—zm:
8 192.168.10.1 FIOE: FP =32 B8 =2ns

Log in to the router

Log in to the router web settings page.

Enter "http://192.168.10.1" in the address bar of the web browser and enter the login user name
and password in the pop-up box.

When you log in for the first time, please enter the default username: admin, password: admin.

A 192, 168. 10. 1
=

';'I'

MTOE TE
HAFPE . € adnin W
=5 (F): —

[ e l [ HRig ]

Enter in router web settings page
After the login is successful, enter the web settings page, then you can set up and manage the
router.
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3GIH4G | VPN | LAN

| Wireless24 | Sscurity |

i85 /Language: [SECIIRd

Server |

Routing |

China Telecom
Version:

Admin

TI'I"]
LTE
2219

Logout

REFRESH

Work Mode

3G/4AG Connect
3G/M4G ISP
Signal

SIM/UIM Status
3G/4G Service
3G/4G Network

3G/4G Wireless Router Mode

Auto Select
EVDOICDMA 1X/LTE
T0%

Available

Valid service

LTE

WAN Info:
Connection Type

3GHG Wireless Dial Up(Connected)

CONNECT || DISCONNECT

IF Address 172410198
Subnet Mask 255 255 285 252
Gateway 172.4.10.197

DNS 1 B61.177.7.1

DMNS 2 0000

MAC Address DC:56:E6:03:1EB5
Keep Time 000247

LAN Info:

3. Operating mode

V518 provides 4 working modes: 3G/4G Wireless Router Mode (default), Standard Wireless Router Mode,
Standard Wireless AP and APClinet Bridge Mode, Wireless AP Client Mode:
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Device Work Mode

O 3G/4G Wireless Router Mode
Wireless and ethernet port connect to local network, The 3G/4G USB modem connect 1o internet.

¥opre

Mobdo ISP Imemet

Standard Wireless Router Mode
Wireless connect io local network, The ethernet connect to internet.

P ‘U —<— @

User PC »DSL Modem Irdomet

Standard Wireless AP and APClinet Bridge Mode
Wireless work for access point, APClinet connect remote AP, Ethernet connect to local network.

g°» =7 &

| —
User PC ; RoutenSwitch xDSL Modem Imtemet

Wireless AP Client Mode

Ethernet Wireless connect PC or local network, Ancther Wireless Interface work for a WAN port connct to
other wireless AP or router.

g”{.\' ) g — @

Usar PC Wili AP { Router Irtemet

31 3G/4G Wireless Router Mode (default)

The V518 defaults to the 3G/4G Wireless Router Mode. When a 3G/4G card is inserted, the
router will automatically recognize the 3G/4G network. You can also define the network operator
you need to choose.
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Status | Mode | 2GMG | WPN | LAN | Wirsless24 | Security | Server | Routing | Admin | Logout
k Setup Break-Detection DDNS AT CMD
3G/4G setup Help
Dial Device ® 3G/4G Device ) UARTY 3G/4G setup: Setup
Aufto select 3G/4G ISP ] _3(314(3 rr_lode_am dial
information.if enable
3GI4G ISP | CDMA 1X/EVDOILTE v| "Aulo select 3G/4G
ISP, The device will
APN ctnet | automatic input ISP dial
] information by IMSI1. But
Fin Code | | the_ fuction olny use for
Dialed Number #IT7 | Chinese ISP,
Usermname |card |
Password P |
Authentication ® Ao © cHAP O Pap
Use PPF dial O
Auto Dial-up ¥
Routerwillreooot after |3 |times failed. (0 wil disabled)
Exira AT cmd |J | (If there are more then ocne AT cmd , please usse
Use local IP O |
Primary DNS Server | |
Secondary DNS Server | |[Dptional]
Metwark Type |Auto v
APPLY || CANCEL
For example, the operators in China:
Operator 3G/4G Network APN Dial Number User Password
Name
CHINA TD-SCDMA cmnet *QO***14# or card card
MOBILE TDD-LTE *Q0# or*98*14#
CHINA CDMA2000 ctnet #777 card card
TELECOM FDD-LTE
CHINA UNION | WCDMA FDD-LTE 3gnet *90 # Blank blank

3.2 Standard Wireless Router Mode

1) Static internet access
Enter the router management interface working mode to select the Standard Router Mode, set
WAN Internet mode as static address, enter the IP address, network mask, gateway, DNS and
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other related parameters provided by the ISP, click OK.
Status | Mode | WAN |  WPN | LAN | Wireless24 | Security | Server | Routing | Admin | Logout

Break-Detection

WAN Setup Help
Connection Type | STATIC (fixed IP) v PPPOE Seffings:
PPPOE Username PPPoE | Enter usemname and
password provided by
FPPoE Password ssansans | your ISP. MTU is the
Maximum Transmission
MTU |1 482 | (546~1492) Unit of a network_You
) ) can setup DNS server
Primary DNS Server | | (Optional} address to obtain it
Secondary DNS Server i manually or o use it
" | | (Optional) provided by ISP Server
Hostname | | (Opticnal) name is the name of
your ISP and generally
Service Name | | (Optional) it's not required to fill in.

APPLY || CANCEL

2) Dynamic internet access

Enter the router management interface working mode, select the Standard Router Mode, set
WAN setup as the dynamic address, click APPLY, the router will automatically obtain the
parameters assigned by the ISP.

Status | Mode |  WAN | VPN | LAN | Wireless24 | Security | Server | Routing | Admin | Logout

WAN Setup Help
Connection Type | DHCP (Auto config) v | WAN Setup: MTU is
MTU 11500 | (576~1500) the Maximum
Transmission Unit of a
Primary DNS Server | | (Cptional) network. “You can setup
) DNS server address to
Secondary DNS Server | | (Optional) obtain it manually or the

one provided by ISP

Hostname | | (Optional)

APPLY || canceL

3) PPPoOE Internet access

Enter the router management interface working mode, Standard Router Mode, WAN setting
as PPPoE, enter the user name, password and other related parameters provided by the ISP, click
APPLY.
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Status | Mode |  WAN |  WPN | LAN | Wireless24 | Security | Server | Routing | Admin | Logout
b Setup Break-Detection MAC -Clone DDNS
WAN Setup Help
Connection Type | PPPOE (ADSL) v | PPPoE Settings:
PPPoE Usemams |PPPOE | Enter usemame and
password provided by
FPPoE Password TR | your ISP. MTU is the
Maximum Transmission
MTU 11492 | (546~1492) Unit of a network. You
) ) can setup DNS server
Primary DNS Server | | (Optional} address to obtain it
Secondary DNS Server i manually or fo use it
" | | (Optional) provided by ISP Server
Hostname | | {Optional) name is the name of
your ISP and generally
Service Name | | (Optional) it's not required to fill in.

APPLY || CANCEL

3.3 Standard Wireless AP and APClinet Bridge Mode

After selecting this mode, we can use the V518 as a bridge AP to bridge the previous level wireless
router. First set the computer's local IP to 192.168.10.100, connect to the LAN2 interface through
the network cable, enter the router management interface, and select the Standard Wireless AP
and APClinet Bridge Mode

-10 -



File Name: User Manual Version 1.0

Project: V518 Update Date: Nov.16t, 2018

Standard Wireless Router Mode
Wireless connect io local network, The ethemet connect to internet.

P ‘l——@

Standard Wireless AP and APClinet Bridge Mode
Wireless work for access point, APClinet connect remote AP, Ethernet connect {o local network.

User PC " RoutenSwitch XDSL Modem Imemet

Wireless AP Client Mode

Ethernet Wireless connect PC or local network, Another Wireless Interface work for a WAN port connct to
other wireless AP or router.

))g\' 9 n_@

L —_—
Will AP / Rocter Irsemot

APPLY || CANCEL
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(1) Click on LAN settings to search for wireless networks

Status | Mode | LAN | Wireless24 | Admin | Logout

Enable AP-Client o]

Remote AP SSID Remote_AP_SSID | | SEARCH AP..
WiFi Status Disconnected

Security

Security Mode | Open System hd

APPLY | | CANCEL

(2) You can see the valid wireless AP name in the current range and select the corresponding
wireless AP.
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REFRESH | | CONNECT | | CLOSE |

({i}) FEEEE??gd:ebzbd:t] kf WPAZPSKIAES sranne ““I s -
N e it wenorsicnes cremet 1 whll o ©
(‘i}) Cin g ne 530004 % weatpskwrazeskiags  Channel 6 ggl] 4o, O
(‘i}) [E‘J;f:’f'e“;:—;;%ﬂz“  weatpskwpazeskags  Channel 1 gglll] 54 O
(‘i” ?’?E{fgi;ieezegbe:Ec] % weateskwpazeskriipags Channel 10 gl 540, O
(‘i}) [EBCE:EQB: 403390 ? weatpskwpazeskiags  Channels gl 299
(‘i}) Fﬂg‘%g":“;ﬁgfgzggl % weatrskwpazpskkipags Channel 1 golll] 4z O
(fi}} MERCURY_2353 Not set security AP Channel 13 uuﬂﬂﬂ g
[ 76:03:30:0d:48:3a | 1o%

(3) Enter the selected wireless AP password to bridge the previous level wireless AP.

Status | Mode | LAN | Wireless24 | Admin | Logout
» Remote Wi

Enable AP-Client [+#]
Remote AP SSID |TERESA | SEARCH AP
Security
Security Mode WPAZ2-PSK v
WPA-PSK
Encrypt Type D TKIP ® AES ) TKIPAES
WPA-PSK Key 1123454

APPLY | | GANCEL
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3.4. Wireless AP Client Mode

® Router management interface - working mode - Wireless AP Client Mode, click to APPLY.

® \Wireless connection - Internet access drop-down menu select ApClinet-dynamic address
(automatically obtained from DHCP server), click to search wireless network. This time will
automatically pop up all the wireless network selection dialogs found, select the WIFI
network which you are going to connect. Please pay attention to see the channel of the
selected network, click on the connection. If the selected WIFI has a password, please
enter the corresponding password in the following wireless security. At this time, please
pay attention to whether the password is character type or hexadecimal. Click APPLY.

® Channel. Router Management Interface - Wireless Settings - Select the corresponding
Channel in the wireless channel.

F Setup Break-Detection MAC-Clone DDNS
WAN Setup
Connection Type |ApClient-DHCP v | | 1
MTU 11500 | (576~1500)
Frimary DMNS Server | | (Optional)
Secondary DNS Server | | (Cptional)
Hostnama | | (Optional)
Femote AF 331D |Hemnte_ﬁiF‘_SSI D | SEARCH AF .. 2
WiFi Status Disconnected
Security
Security Mode | WPATPSKWPA2PSK v |
WPA-PSK
Encrypt Type L TKIP ') AES '™ TKIPAES 3
WPA-PSK Key 112345678 |

| APPLY || CANCEL
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4.\Wireless Security Settings

4.1. Wireless Security

There are several types of wireless security modes, and you can select different security
modes as needed.

Stop

Open System
WPA-PSK
WPA2-PSK
WPAPSKWPA2PSK (EIWPA-PSKHIWPA2-PSKiE &)

4.2. Open System

The encryption type in this security modes: None and WEP

Basic

Security

b Security

Security Mode

Encrypt Type

Encrypt Strength

Default Key
WEF Keys1
WEF Keys2
WEFP Keys3
WEF Keysd

Station List

Mac Access

| Open System

® 64 bit ' 123 bit

| Hex

v | R EEE R AL

| Hex

v | R EEE R AL

| Hex

v | R EEE R AL

| Hex

v | R EEE R AL

Help

Security: Setup
wireless AP security.
use WPAZPSK , AES is
good choice.

Interface Description:

APPLY H CANCEL

Item Description
A PRI KA A k% None T WEP. ##% None NIy
E . ANhn#Eg, ke WEP % 5w E R . B,
ncryption h f : ; N d
type There are two types o en;ryptlon optional: None an
WEP. If you select None, it is not encrypted. If select
the WEP, encrypted setting interface as the picture

-15-
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shows.
WEP . . ] .
Encryption There_ are two encry_ptlon _Iengths optional: 64bit and
128bit. The default is 64bit
length
You can set up 4 keys at the same time, but only 1 key
Default key : ! i
D can be selected for using at the moment. This item is

the key to be used currently. The default is key 1.

A DLIE B B BRI B . A R EHE A AT ki
R SRR AT AL . RS A [R] A A R A R A,
WEAER4. You can choose the type of key and
WEP Key then set its key. There are two key types optional:
hexadecimal and character. Set different keys
according to different encryption lengths and key
types.

Key setting:
64bit encryption: 10-digit hexadecimal or 5-digit character.
128bit encryption: 26-digit hexadecimal or 13-bit character.

4.3.WPA-PSK

This security mode is the WPA-PSK encryption mode.

Basic F Securnty Station List Mac Access
Securty
Security Mode WPA-PSK v
WPA-PSK
Encrypt Type ® TKIP AES TKIFAES
WRPA-PSK Key 12345673

(8-G3 ASCI characters, or 64 hexadecimal characters <0-3 or a-f, A-F=)

Rekey Intzrval 3600 second(s)

APPLY || CANCEL

Interface Description:

Item Description

Security Mode Choose WPA-PSK.

Encrypt Type Two options:TKIP and AES.

-16 -
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Set the key. The legal key length is 8-63 ASCII

WPA-PSK Key characters or 64 hexadecimal numbers (0~9, a~f or
A~F).
Key update Set the key update interval in seconds.
interval
4.4 WPA2-PSK
Basic F Security Station List Mac Access
Securty
Security Mode | WPA2-PSK v |
WPA-PSK
Encrypt Type ® TKIP ' AES ' TKIPAES
WPA-PSK Key 112345678 |

(8-63 ASCI characters, or 64 hexadecimal characters =0-5 or a-f, A-F=)

Rekey Intzrval 3600 secondi(s)

APPLY || CANCEL

Interface Description:

Item Description

Security Mode Choose WPA2-PSK.

Encrypt Type 3 Options: TKIP. AES #1 TKIPAES.

Set the key. The legal key length is 8-63 ASCII
WPA-PSK Key characters or 64 hexadecimal numbers (0~9, a~f or
A~F).

Set the key update interval in seconds.

Key update
interval

-17-
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4.5. WPAPSKWPA2PSK

Basic F Securty Station List Mac Access
Security
Security Mode | WPA-PSK/WPA2-PSK v
WPA-PSK
Encrypt Type ® TKIP ') AES ' TKIPAES
WPA-PSK Key 12345678 |

(8-63 ASCI characters, or 64 hexadecimal characters =0-9 or a-f, A-F=)

Rekey Interval 3600 second(s)

APPLY | | CANCEL

Interface Description:

Item Description

Security Mode | Choose WPAPSKWPA2PSK.

Encrypt Type 3 options: TKIP, AES and TKIPAES.

Set the key. The legal key length is 8-63 ASCII
WPA-PSK Key | characters or 64 hexadecimal numbers (0~9, a~f or
A~F).

Key update
interval

Set the key update interval in seconds.

5.System Service

V518 offers a variety of service options, here we mainly explain virtual services, serial services and
SMS services.

Status | Mode | 234G | VPN | LAN | Wireless24 | Security | Server | Routing | Admin | Logout

HVirtual-Server Application DMZ Coma2Server
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5.1.Virtual Sever

The V518 can be used as a network server and provides a variety of service functions. It only needs
to fill in the external port, internal port, and internal server IP address correctly, and can be used
as a virtual server.

Passive FTP Virtual Server Setup

Passive FTP Virtual Server Dicable ™ Enable
FTP Port 0
Server |P 192,183, 0 Al

Virtual Server Settings

Preset Settings WEB(http) (port: 80) ¥ |
service name WEB

external Port a0 - |30

Internal Paort a0 - |50

Profocol TCP/UPD r

Intermal Server IP 182,163,

ADD

5.2. COM2 SERVER

One of the main functions of the V518 is COM2 SERVER (client), where we can easily connect
many serial terminals.

-19 -
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Virtual-Server Application

COM Server Setup

ngT DSEWEF ¥| Enable

COM Server () AT Mode ® Transparent

Host 1D Wifi-Module-5350 |

Restart Time 0 |Mins restart.(0--Disabled)

HeariBeat |ﬁ'#.f%device_mac&%wan_ipaddr‘}ﬂ Support % variable wildcard

Period D Second (0--Disable)

Mot receive TCP/UDP socket i )
data ICI seconds, restan service (0--Disabled)

Restart service 0 |times, then reboot route (0-Disabled)
Client Mode ON »

Server Addr Protocol TCP port UDP port
1.|192.168.10.254 |TCPauDP v|s000  |s000 |
2| |[TCPauDP v|s001  |s001 |
3| |TCP&UDP v |5002  |js002 |
4. | [TcPauDP v|5003  |s003 |
5. | |TCcPsuDP v|5004  |s004 |

5.3. SMS Service

If the V518 is equipped with a 3G/4G tariff card that can send and receive text messages, then we
can send a text message to the V518 through preset mobile phone number, controlling the
dialing/disconnection and restart of the V518. The specific setting interface is as follows:

-20 -
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Virtual-Server Application DiMZ Com2Server FSms

Sms Service

Sms center number Optional

Access user phone 1

Access user phone 2

Arcess user phone 4

Access user phone 3 | |
Access user phone 5 | |

Inform || Enable

Access | Enable

Message |

| APPLY || CANCEL

6.Device Management

6.1. Device Function

The UPnP protocol is used by systems such as Windows ME, 2000, XP. If this feature is enabled,
these operating systems will automatically find the router through this protocol.

UPNP (Universal Plug and Play) is mainly used to implement intelligent interworking of devices. It
can automatically discover and control various network devices from various vendors without user
participation and use of the main server.

With the UPnP feature enabled, the router can implement NAT traversal: when computers in the
LAN pass.

When the wireless router communicates with the Internet, the wireless router can automatically
add and delete the NAT mapping table as needed to solve the problem that some traditional
services (such as MSN voice and video) cannot traverse NAT.

-21-
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Equipment Function

i Enable UPMF

Remote
. Disable
Enable

Port{1025~65535); |8080

Enable Telnet

If you want to telnet the device, enter the address to the browser address bar: http/"WWAN IFP:8020

System Log

r Enable System Log

Cd Enable Check 3G device , if not exist then reboot.
Reboot Device i )
after 0 minutes ( 0 - disabled)

Regularreboot: |00 v ;|30 v

#| Enable #| on ¥ Tue # Wed ¥ Thur # Fri #*| Sat #¥ Sun

APPLY CANCEL

Check the radio button and press the <APPLY> button to complete the setting.

6.2. Firmware Upgrade

With a software upgrade, you can load the latest version of the software into your router for more
features and more stable performance.
The software upgrade steps are as follows:
(1) Click the <Browse> button and select the software you want to upgrade.
(2) Click the <Upgrade> button to start the upgrade.
(3) If you need to upgrade and restore the factory, click the <Restore Factory Settings> button.
Description: The upgrade and factory reset settings have two conditions:

1. The version number changes; 2. Click the <Restore Factory Settings> button during the
upgrade.

-22 -
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Management Time-setting Backup&Restore » Firmware-Upgrade Restart Factory-Defaults Password

Firmware Upgrade Help
You can get the latest software version from the address Firmware Upgrade:
Click on the browse
Current Software Version: Wifi-Module-5350 2.2.1.9 button to select the
Software Creation Date: Nov 13 20158 09:30:49 firmware file to be
uploaded to the
Mote:Do NOT switch off the power or press the reset button during updating. Please backup the configurations router.Click the Upgrade

before starting. burlondto begin the
upgrade process.
Upgrade must not be

IR | RIEFEEA S inferrupted.

After flashing,erase all data in NVRAM memory. Factory Defaults..

Mote: When the firmware version is the same before and after the upgrade, the factory settings will not be restored
after the upgrade is successful..

UFGRADE

6.3. Factory Defaults

The wireless router will reboot during the recovery setup.

Restoring to the factory settings will clear all settings information of the wireless router and return
to the initial state. This function is generally used when the device is switched from one network
environment to another. The device is restored to the factory settings and then re-set to better suit
the current networking.

Click the <FACOTRY DEFAULTS> button to confirm and restore the factory settings.

Management Time-setting Backup&Restore Firmware-Upgrade Defaults Password

Factory Defaults... Help

Factory Defaults: This

will reset all seftings
FACTORY DEFAULTS. . back to factory defaults.

Mote: All of your settings will be erased.

REFRESH

6.4. Password Management

The default username/password of the wireless router is admin, the username cannot be modified,
and the password can be modified. For security reasons, it is recommended to modify this
password and keep the password information.

The setup steps are as follows:

(1) Enter the original password in the <Old Password> text box; enter a new password in the
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<New Password> text box, and re-enter the new password in the <Verify Password> text box to

confirm.
(2) Click the <APPLY> button to complete the password modification.

Management Time-setting Backup&Restore Firmware-Upgrade Restart  Factory-Defaults

Modify web password Help

Old Password: | | Modify Password:
| Modify router user
password.

New Password: |

Werify Password: | |

Note: Fasswords are case sensitive.

| APPLY || CANCEL

-24 -



